
Post-quantum cryptography



Why Post-Quantum Cryptography?

Modern cryptography such as RSA and ECC relies on mathematical problems that are
hard for classical computers.
Quantum computers introduce new algorithms (for example Shor’s algorithm) capable of
solving these problems efficiently.
Post-quantum cryptography aims to develop cryptographic systems resistant to both
classical and quantum attacks.
NIST has standardized ML-KEM, a key encapsulation mechanism based on CRYSTALS-
Kyber, as part of its post-quantum cryptography standards.



Lattice-based hard problems

Lattice-based problems involve finding solutions to problems within
a grid-like structure in n-dimensional space.

These problems are believed to be hard even against quantum
algorithms.

Main hard lattice-based problems are:
Shortest Vector Problem (SVP): Find the shortest non-
zero vector in a lattice.
Closest Vector Problem (CVP): Find the closest lattice
vector to a target point.



Lattice-based hard problems
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Shortest Vector Problem and Closest Vector Problem



Closest Vector Problem - encryption





Learning With Errors (LWE)

✱ 
You can find more information on these links:

  Link 1 >
  Link 2 >

https://arxiv.org/pdf/2401.03703
https://eprint.iacr.org/2015/939.pdf


Without Errors - example



Learning Without Errors - example



Learning With Errors - example
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Module-LWE



Module-LWE



Addition and multiplication - examples 



Addition and multiplication - examples 



Module-LWE vs Ring-LWE



Kyber

Kyber is a quantum-safe Key Encapsulation Mechanism (KEM). Kyber’s security is based on the hardness of
the Module-LWE problem, which is reducible to approximate shortest vector problem (SVP). So recovering a
message from a ciphertext (or a private from a public key), should be as hard as solving a large SVP
instance. This should be computationally infeasible, even for a quantum computer. 

Kyber comes in three security levels, with different key size (in bytes):

✱ 
You can find more information on
these links:

  Link 1 >
  Link 2 >

https://eprint.iacr.org/2017/634.pdf
https://pq-crystals.org/kyber/data/kyber-specification-round3-20210131.pdf


Kyber 



Kyber - example 











Kyber - public key size optimization



Kyber - ciphertext size optimization



Example
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